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The Model Law requires insurance organizations to have a comprehensive, written security
program that is appropriate to the insurer’s size and complexity, as well as a written incident
response plan, employee training and oversight by the insurer’s board of directors, and
oversight of third-party service providers through due diligence and security requirements.
The Model Law further calls for insurers to quickly report and investigate data breaches and
certify their compliance efforts annually with security provisions.

Maine’s adoption of the Model Law will not be effective until January 1, 2022. Further, in
Maine, the third-party service provider arrangements requirements will not be effective until
January 1, 2023. North Dakota’s adoption of the Model Law will take effect on August 1, 2022.
For North Dakota, the requirements to report and document cybersecurity events and

incident responses activities will not become effective until August 1, 2023.

As more states look to adopt the NAIC Model Law, insurers should evaluate their in-house
security programs, and monitor developments in states that have yet to pass similar laws. If
you have any questions about your company’s compliance efforts please contact a member
of the Akin Gump Cybersecurity, Privacy and Data Protection team.

© 2025 Akin Gump Strauss Hauer & Feld LLP. All rights reserved. Attorney advertising. This document is
distributed for informational use only; it does not constitute legal advice and should not be used as such.
Prior results do not guarantee a similar outcome. Akin is the practicing name of Akin Gump LLP, a New
York limited liability partnership authorized and regulated by the Solicitors Regulation Authority under
number 267321. A list of the partners is available for inspection at Eighth Floor, Ten Bishops Square,

AKin



London E1 6EG. For more information about Akin Gump LLP, Akin Gump Strauss Hauer & Feld LLP and
other associated entities under which the Akin Gump network operates worldwide, please see our Legal

Notices page.

AKin



