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The National Institute for Standards and Technology (NIST) recently unveiled the first version
of its Artificial Intelligence Risk Management Framework (Al RMF 1.0, or “Framework”). This

highly anticipated and detailed Framework is intended as a voluntary guide for designing,
developing, using and evaluating Al-related products and services with trustworthiness
considerations in mind. Organizations can make use of this Framework to better prepare for
the unique and often unpredictable risks associated with Al systems. Although there are no

legal requirements for implementation of the Framework, it will likely be used to assess

reasonableness of Al technology, viewed in parallel with the Blueprint for an Al Bill of Rights
in the U.S. (discussed here) and the European Union’s (EU) Artificial Intelligence Act (discussed

here).
The Framework is divided into two parts, with part 1 describing the intended audience,

explaining how organizations can best frame Al risk, and outlining what trustworthy Al

systems look like.! Trustworthy systems, according to the Framework, are characterized by
valid, reliable, secure, accountable, transparent Al that is explainable and privacy enhanced,
with any harmful biases managed. Part 2 of the Framework is the core of the guidance, laying

out four categories of functions that organizations should adopt to address risks of Al

systems.2 These functions are:

e Govern — This function is about cultivating a risk management culture, including
implementing appropriate structures, policies and processes to identify and manage Al
risks. Risk management must be a priority for senior leadership, who set the tone for
organizational culture, and for management, who align the technical aspects of Al risk
management with organizational policies. The technical aspects of Al risk
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management must be aligned to organizational polices and operations. Unlike the
other functions that are specific to certain parts of the Al lifecycle, this function
applies to all stages of an organization’s Al risk management process.

e Map — This function is intended to enhance an organization’s ability to identify Al risks
and their broader contributing factors. After documenting the intended purposes and
expectations of the Al system, the organization should weigh its benefits and risks
compared to the status quo to individuals, communities and other organizations.
Contextual information must be considered, along with the specific methods used to
complete tasks that the Al system will support, and information on the system’s
knowledge limits. The outcome of this function serves as the basis for the subsequent

two functions.

e Measure — This function uses the information identified in the Map function,
employing quantitative, qualitative or mixed-method risk assessment methods and
input of independent experts to analyze and benchmark Al risks and their impacts. Al
systems should be analyzed for trustworthy characteristics, social impact and human-
Al configurations. The outcome of this functions will serve as the basis for the Manage

function.

e Manage — This function involves allocating resources to the mapped and measured
risks, on a basis defined by the Govern function. Identified risks must be managed to
increase transparency and accountability, prioritizing higher-risk Al systems. After
determining whether the Al system achieves its intended purpose, treatment of risks
must be allocated based on their impact. The systems showing outcomes inconsistent
with the intended purpose should be superseded, disengaged or deactivated.
Organizations should continue to apply risk management over time as new and

unforeseen methods, needs, risks or expectations emerge.

Comments on the Framework will be accepted until February 27, 2023, with an updated
version set to launch in spring 2023.

"I this Framework, “Al system” is defined as “an engineered or machine-based system that
can, for a given set of objectives, generate outputs such as predictions, recommendations, or
decisions influencing real or virtual environments” designed to operate with varying levels of

autonomy.

AKin >



E Dep't of Com., NIST, Artificial Intelligence Risk Management Framework (January 26, 2023),
available at https://www.nist.gov/itl/ai-risk-management-framework.

Categories

Federal Privacy Policy Consumer Privacy

Cybersecurity & Information Security

© 2025 Akin Gump Strauss Hauer & Feld LLP. All rights reserved. Attorney advertising. This document is
distributed for informational use only; it does not constitute legal advice and should not be used as such.
Prior results do not guarantee a similar outcome. Akin is the practicing name of Akin Gump LLP, a New
York limited liability partnership authorized and regulated by the Solicitors Regulation Authority under
number 267321. A list of the partners is available for inspection at Eighth Floor, Ten Bishops Square,
London E1 6EG. For more information about Akin Gump LLP, Akin Gump Strauss Hauer & Feld LLP and
other associated entities under which the Akin Gump network operates worldwide, please see our Legal

Notices page.

AKin


https://www.akingump.com/en/insights/blogs/ag-data-dive?bc=1012824
https://www.akingump.com/en/insights/blogs/ag-data-dive?bc=1012843
https://www.akingump.com/en/insights/blogs/ag-data-dive?bc=1012821
https://www.nist.gov/itl/ai-risk-management-framework

