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The Federal Trade Commission (FTC) has warned companies that compliance with data breach
notification laws might not be enough: an entity that suffers a breach may violate Section 5 of

the FTC Act if it fails to disclose information to help parties mitigate reasonably foreseeable

harm, “[r]egardless of whether a breach notification law applies.”.

The FTC explained in a prior blog post that Section 5’s prohibition of deceptive acts and
2

practices” creates a de facto breach disclosure requirement distinct from state breach

disclosure requirements. The FTC is concerned that breach disclosure deficiencies may hinder
the mitigation efforts of other organizations and consumers, exposing them to foreseeable
harms such as “identify theft, loss of sensitive data, or financial impacts.”f In the FTC’s view:

¢ A failure to timely notify a party of a breach may constitute an unfair trade practice
where that failure increases the likelihood that the party will suffer harm.

¢ |naccurate or incomplete breach notifications may constitute a deceptive trade
4

practice.

The FTC points to four enforcement examples to illustrate this stance on breach disclosure:

e CafePress

The recently finalized CafePress settlement involved FTC allegations of failing to timely notify
consumers and businesses after a breach. According to the FTC, CafePress notified parties five

months after names, email addresses, login information, Social Security numbers and financial

information were compromised in a February 2019 breach.> While CafePress reset passwords
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after the breach, it retained an automated password reset process that used compromised
security questions, resulting in accounts being compromised again. Without admitting or
denying fault, Cafepress settled with the FTC for $500,000 and an agreement to implement

specific cybersecurity requirements, including a new procedure for breach reporting.®

e Uber

In an October 2018 settlement, the FTC alleged that Uber’s claim that it would reasonably
secure consumer information was deceptive partly due to the company’s year-long delay in

notifying consumers after a breach occurred.” The FTC complaint alleges that after one data
breach in November 2016, which compromised names, email addresses, phone numbers and
driver’s license numbers, Uber paid hackers $100,000 and did not disclose the breach to

affected customers until November 2017.8 Without admitting or denying fault, Uber agreed
to a final settlement involving a slew of prescriptive requirements, including the
9

implementation of a comprehensive privacy program.

e SpyFone

In a September 2021 complaint, FTC alleged that SpyFone made misleading statements that it

had hired a forensic firm and cooperated with law enforcement.mSpyFone, a maker of
monitoring devices and services for parents and employers, allegedly both illegally harvested
private information and exposed it to hackers. After a breach occurred in August 2018, the
company promised consumers it would work with a third-party security firm and law
enforcement, yet failed to follow through, according to the complaint. Without admitting or
denying fault, the company was ordered to delete the surveillance data it had gathered and

inform customers.

e SkyMed

In February 2021, the FTC alleged that travel emergency services provider SkyMed’s breach
notification was deceptive because it falsely claimed the company’s investigation found that
no consumer health information was compromised. In May 2019, SkyMed emailed notification
of a breach to affected customers, claiming that SkyMed had investigated the incident and
“some old data may have been exposed temporarily” but no medical information had been

misused JAccording to the FTC complaint, this was misleading because SkyMed had deleted
the compromised database without verifying the types of the information stored
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therein2Without admitting or denying fault, SkyMed was ordered to notify affected

customers and implement a comprehensive information security program.
Takeaway

Effective and thorough breach disclosure is becoming an important item in the modern
company’s toolbox. The recent actions and statements from the FTC, as well as actions from
other agencies such as the Securities and Exchange Commission (SEC), demonstrate the

pitfalls of insufficient breach disclosure. The FTC’s stance on data breach disclosure
demonstrates that technical compliance with state breach disclosure laws may not be
sufficient: any disclosure and investigation must also be reasonable, timely, accurately
describe steps that were taken and enable consumers to take actions to protect their
information. To avoid running afoul of FTC enforcement, companies should ensure that their
breach disclosure procedures include means of accurately and completely describing the
response, as well as thorough assessments covering the risks to those affected by a breach.

Please contact a member of Akin's cybersecurity, privacy and data protection team if you
have any questions about how this statement may impact your company or your company's

information security program.
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